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YTBEPXKJAIO

NII Anexcannp Binagumuposud Moa4aHoB

/6( QU4 /@

03 mapta 2015 rona

MockBsa, 2015

1. TepmuHbI M onpeneIeHUs

1.1. B Hacrosiem Ionoxxennu mo obecrneyeHnto 6€30MacHOCTH MEPCOHANbHbBIX JaHHbIX WIIT
Anexcanap Bragumuposry MomyaHOBUCHIONB3YIOTCS CIIEAYIOIINE TEPMUHBI M ONPEIETICHHUS.
«ABTOMATH3HPOBAHHAS

00padoTKa nmepCcoHaJIbLHBIX

JAAHHBIX»

O06paboTka nepcoHaIbHBIX JaHHBIX C IIOMOIIBIO

CPE/CTB BBIUMCIIUTEILHOW TEXHUKH.

«bJIoKUpoBaHHe

NepPCOHATbHBIX TAHHBIX»

Bpemennoe nmpekpaiienue o06paboTKH nepcoHaTbHBIX
JIAHHBIX (32 UCKITFOYCHUEM CITyJaeB, €CJin 00padoTKa
Heo0Xo/1uMa JUIsl yTOUHEHUS TepCOHATBHBIX

JTAHHBIX ).

«3axon» OenepanpHblil 3ak0oH Nel52-D3 ot 27.07.2006 rona
«O nepcoHaIbHBIX JaHHBIX).

«HudopmanuonHas cucrema

NEePCOHATbHBIX JAHHBIX»

COBOKYITHOCTB COZIEpKAIIMXCsl B 0a3ax JaHHBIX
NEPCOHAIBHBIX JAHHBIX U 00€CIIEUNBAIOIINX UX

00paboTKy HH(OPMAIIMOHHBIX TEXHOJIOTHH 1

TEXHUYECKUX CPEJICTB.

«O0e3MUuBaHNe



NEePCOHAIBHBIX JAHHBIX»
JleiicTBus, B pe3yabTaTe KOTOPbIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 HCIIOIb30BaHMs JOMOTHUTEIBHON
UH(POPMALIUU ONPEETUTh PUHAIIE)KHOCTD
NEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
HEPCOHAIBHBIX JaHHBIX.

«O0pabdoTKka nNepcoHATbHBIX

JAAHHBIX»

JIroboe neiicTBre (omeparys) WM COBOKYITHOCTh
JIeHCTBH (Omepariyii), COBEpIIaeMbIX C
UCTIOJIb30BaHUEM CPEJCTB aBTOMATU3AIIUH UK Oe3
UCIIOJIb30BAaHUS TAKUX CPEJICTB C IEPCOHATbHBIMU
JAaHHBIMH, BKJIFO4asi cOOp, 3aKCh, CHCTEMATHU3ALHIO,
HaKOIJICHHUE, XpaHEHHe, yTOUHeHHe (OOHOBIIEHUE,
U3MEHEHHE), 3BIICUCHHE, UCTIOIB30BaHuUE, TIepeaady
(pactipocTpaHeHue, NPeAOCTaBICHHE, 10CTYII),
o0e3nuunBaHue, OJI0KUPOBAHUE, YIAICHUE,
YHUYTO)KEHUE EPCOHANIBHBIX JTAHHBIX.

«Omneparop» UII Anexcannp BinagumupoBud MoI4aHOB - FOpUINYECKOE JIULIO,
3aperUCTPUPOBAHHOE 10 3aKOHOIATENILCTBY
Poccuiickoit denepannu, MHH/KMN: 352521171400

OPIrHMN:310774613300148

«IlepconanbHble faHHbIe» J[t06as nHGOpMaLKs, OTHOCAIIAACSA K IPSIMO WIH

KOCBEHHO OIIPEIEIICHHOMY HJIU OIPEIEIIEMOMY
¢uznueckomy Uiy (CyObeKTy NepCOHAIbHBIX

JTAHHBIX ).

«ITono:xkenune» Hacrosiiee nosoxxeHrue o 00ecrneyeHnIo
6e30macHOCTH NepcoHanbHbIX AaHHBIX UII Anekcanap Brnagumuposuy MonyanoB
«IIpenocraBienne

MepPCOHANbHBIX JaHHBIX)»

JleicTBHs1, HalIpaBIEHHBIE HA PACKPBITHE

MIEPCOHAIIBHBIX TaHHBIX OIPEACICHHOMY JIUIY WIH
ONPEIETIEHHOMY KPYT'y JIULL.

«Pacnpocrpanenue

MEePCOHATBbHBIX JAHHBIX)»

JleficTBHs, HAaIIpaBICHHBIE HA PACKPBITHE

MIEPCOHAIIBHBIX JIaHHBIX HEOIIPEACICHHOMY KPYTy

T

«Tpancrpannynasi nepeaaya

MePCOHANbHBIX JaHHBIX)»

Ilepenayda mepcoOHAIBHBIX JAHHBIX HA TEPPUTOPHUIO
MHOCTPAHHOI'0 I'OCYapCTBa OpraHy BJIACTH
MHOCTPAHHOTO IOCYJIapCTBa, MTHOCTPAHHOMY
du3nUecKOMy JIMIYy WK HHOCTPAaHHOMY

IOPUANYECKOMY JIMILY.

«YHHYTOKEHHE

MEePCOHATBHBIX JAHHBIX»

[eiicTBus, B pe3yabTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOKHBIM BOCCTAHOBUTH COACPKAHHE



MEPCOHATBHBIX JaHHBIX B MH(POPMAIIMOHHON CUCTEME

MEPCOHAIBHBIX JaHHBIX U (WJIK) B pe3ynbTare

KOTOPBIX YHUUYTOXKAIOTCS MaTepUaIbHbIE HOCUTEIN

MIEPCOHAJIbHBIX TAHHBIX.

1.2. Uabie TepMuHBI, HCIONIB3yeMble B [looxeHuu, onpeaensitoTcs B COOTBETCTBUU ¢ 3aKOHOM
Y JICHCTBYIOIIMM 3aKOHO1aTesIbcTBOM Poccuiickoit denepanuu.

2. Obs1acTh IPUMEHEHUSA

2.1. TTonoxenue pazpaboTaHO B LENSIX BHIMOJIHEHUS TpeOOBAaHUI 3aKOHO/IaTEIbCTBA
Poccuiickoit @enepannu B 06JaCTH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

2.2. TlonoxeHue onpeaenseT NOPsI0K U MpaBuiia OpraHU3alui U MPOBeIeHUs paboT 1o
obecrneueHnI0 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX OnepaTopoMm.

2.3. B cBs3u ¢ Tem, uto OnepaTop ocymiecTBisieT cOOp MepcoOHANbHBIX TAHHBIX C
UCIIOJIb30BaHNEM MH(POPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETEH, B YACTHOCTH, CETH
Wutepner, [lonoxxeHne moCTOSHHO pa3MelIeHO B CBOOOJHOM JocTyre B cetu MHTepHeT
o azapecy http://www.kinshik.ru/PD_Security Statement.pdf

2.4. TTonoxenue pazpaboTaHo C y4eTOM TpeOOBaHHI OCHOBHBIX HOPMATHUBHBIX MTPABOBBIX
aKTOB B 00JIACTH 3alUTHI IEPCOHAIBHBIX JAaHHBIX, & UMCHHO:

2.4.1. 3akoHa;

2.4.2. Ilocranosnenus [IpaButensctBa Poccuiickoit @enepanuu ot 17.11.2007 Ne 781
«O06 yrBepxaeHun [lonoxxenus 06 odbecrieueHMH 6€30MaCHOCTH EPCOHATIBHBIX
JAaHHBIX NpU UX 00paboTke B IHpOpManmOHHBIX cCUCTEMaX NEPCOHAIBHBIX
JTAHHBIX»;

2.4.3. Ilocranosnenus [IpaButensctBa Poccuiickoit @enepanuu ot 15.09.2008 Ne 687
«O06 yrBepxaenun [lonoxkeHust 06 0cobeHHOCTAX 00pabOTKH NEPCOHATBHBIX
JTAaHHBIX, OCYLIECTBIIIEMOM 0€3 UCII0Ib30BAHUS CPEJICTB aBTOMATU3AINHY;

2.4.4. Ilpuxaza @CTIK Poccuiickoit ®enepanuu Ne 55, ®Cb Poccuiickoit Penepanuun
Ne 86, Munungpopmcessizu Poccuiickoit @enepaunu Ne 20 ot 13.02.2008 «O6
yrBepxxaeHnu [Topsiaka nmpoBeaeHus KiaccupuKaniuy HHPOPMALMOHHBIX CHCTEM
NIEPCOHAIBHBIX JTaHHBIX);

2.4.5. HopmaTtusHbix aktoB @CTOK Poccuiickoit Penepanuu:

2.4.5.1. «ba3oBoil Mogenu yrpo3 6€30MacHOCTH NEPCOHATBHBIX JAHHBIX IPU UX
00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHABHBIX TAHHBIXY,
yrBepxaeHHON 3amectuteneM aupexkropa PCTIK Poccun 15 pespans 2008

r.;

2.4.5.2. «MeroauKku OIpeieleHHsl aKTyalbHbBIX YyTpo3 0€30MacHOCTH
NEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMax
IIEPCOHANIBHBIX JIAHHBIX», YTBEPKAECHHON 3amecTtutenem nqupexkropa ®CTOK
Poccun 14 despans 2008 r.;

2.4.5.3. «IlonoxeHus o MeTojax U crnocodax 3aluiuThl THPOpPMAIUHU B
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX», YTBEP)KICHO

npukazom ®CTIK Poccum ot 5 deBpans 2010 r. Ne 58

(3apeructpupoBanHoro B Munrocte Poccuiickoit @eneparuu 19.02.2010 N
16456);

2.4.6. HopmatuBHbix aktoB @Cb Poccuu:

2.4.6.1. «TunoBeIx TpeOOBaHMI 110 OPTaHU3ALNUU U 0OECIIEUEHUIO
(GYHKIMOHUPOBAHUS MUPPOBAIBHBIX (KPUITOTpapUUECKUX) CPENICTB,
NpeJHAa3HAYCHHBIX AJIS 3alUThl HHPOPMALIMH, HE COZIEpIKalllel CBEIEHU],
COCTaBJISAIOLINX TOCYAAPCTBEHHYIO TalfHy B CIIy4ae UX MCIIOJIb30BaHUS IS
obecrieueHnst 0€30MaCHOCTH MTEPCOHANIBHBIX TAHHBIX MPU UX 00pabOoTKe B
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX)», YTBEP)KICHHBIX
pykoBojctBoM 8§ [lenTpa ®Ch Poccun 21 despanst 2008 1. Ne 149/6/6-622;


http://www.kinshik.ru/PD_Security_Statement.pdf

2.4.6.2. «MeTtoanuecKux peKOMEHIAIHIA 110 00ECTIEYCHUIO C TTOMOIIBIO

KPUINITOCPEICTB O€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe B
WH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX C UCIOJIb30BAHUEM

CpEICTB aBTOMATHU3AILUN», YTBEPKIAECHHBIX pyKoBoACTBOM & Llentpa ®Ch

Poccun 21 despaist 2008 r. Ne 149/54-144.

2.5. Tlonoxenue npeaHa3HaueHo Uit BcexX paboTHUKOB Orieparopa, a TaKkxKe JIHII,
MOJTY4YaIONUX BPEMEHHBIN JOCTYI K 00padareiBaeMbiM Omniepatopom [lepcoHanbHbIM
JTAHHBIM Ha 3aKOHHOM OcHOBaHUU. O3HakoMiieHue ¢ [lo0xkeHneM oCyIecTBIsIeTcs Mo/

pocrniuck B XXypHasie 03HaKOMIJIEHHSI ¢ OpraHU3aLMOHHO-PACIOPSAAUTEIbHON
JTIOKyMEHTaIMel 1 TpeOOBaHUSIMU 3aKOHOaTeNbCTBA Poccuiickoit denepannu B 001aCTH
NEPCOHAIbHBIX JaHHbIX.

2.6. Ilonoxenue BCTynaeT B CUIIy C MOMEHTA €TI0 YTBEP)KAEHUS YIIOJIHOMOUYEHHBIM JIUIIOM
Omneparopa u AeWCTBYET 10 3aMEHbI €ro HOBbIM [looxeHuem.

2.7. IInanoBas akTyanu3auus Hactosuero [lonoxeHus npoBoNUTCS HE pexe, YEM [1Ba pa3a B
roJ. BHeruianoBas akTyanuzanus IpoBOAUTCS ITPU BOSHUKHOBEHUH OJIHOTO U3
CIIEYIOIINX YCIOBHM:

2.7.1. u3MeHeHue 1eNel u/uii coctaBa 00padaTeiBaeMbIX [lepcOHANBHBIX JaHHBIX;

2.7.2. BOBHUKHOBEHHE YCIOBUI CYIIECTBEHHO BIUSIOIIMX HA MPOLIECCH 00paboTKU
[lepcoHaIbHBIX JaHHBIX U HE PETIAMEHTHPOBAHHBIX HACTOSIIUM JOKYMEHTOM;

2.7.3. 1o pe3yapTaTaM MEpPOINPUATUI U IPOBEPOK YIIOJIHOMOUYEHHBIX OPTaHOB
WCIIOJIHUTENIBHOM BiacTu Poccuiickoit denepann, BIABUBIINX HECOOTBETCTBHS
TpeOoBaHUAM 110 obecrieueHuto 6e3onacHocTU [lepcoHanbHbIX 1aHHBIX;

2.7.4. npy NOSIBJIEHUU HOBBIX TpeOOBaHUH K 00ecrieueHn 0 6€30acHOCTH

ITepcoHabHBIX JaHHBIX CO CTOPOHBI 3aKOHOJATENBCTBA U YIIOJTHOMOYEHHBIX

OpraHOB UCIIOJIHUTENBbHOM BiacTu Poccuiickont denepanu.

2.8. OTBeTCcTBEHHBIM 3a nepecMoTp [lonoxkeHns u cocTaBiieHne peKOMEH AN 110 €T0
M3MEHEHUIO SABJIsIeTCS AJIMUHUCTPATOP HH(OPMALIMOHHON O€30MaCHOCTH.

2.9. Buecenue n3menenuii B [1onoxeHne npon3BOAUTCS HA OCHOBAaHUN COOTBETCTBYIOILIETO
IpHKa3a yrnoJHoMoueHHoro nuia Oneparopa.

3. O0mue noJI0KeHHu

3.1. Oneparop ocymiecTBisieT 00padboTky [lepcoHaNBHBIX JAaHHBIX CIEIYIONIUX KaTEropuid
cyOobekToB [lepcoHalIbHBIX 1aHHBIX: paO0THHKOB Oneparopa, KOHTPAreHTOB IO
3aKJIFOYEHHBIM JIOTOBOpaM ((pU3NYEeCKUX JIHI U IPEICTaBUTENEH I0PUANYECKUX JIULY),
JaHHBIE KOTOPBIX MOIy4eHbl OnepaTopoM B MPOLIECCE OCYIIECTBIECHUS CBOEH
JESITEIbHOCTH.

3.2. O6pabaTsiBaemble [lepcoHaibHbIe JaHHBIE MOT'YT OBITH OTHECEHBI K 00IIEI0CTYITHBIM
[IepcoHanbHBIM TaHHBIM Ha OCHOBaHUU (efiepanbHbIX 3aKOHOB Poccuiickoit @enepanum,
KOTOpBIE HE PAaCIpPOCTPAHAIOT HAa HUX TPeOOBaHMUS IO COOIIOICHUIO
KOH(UIEHIMATBHOCTH, WIHU ¢ coriacusi cyonbekTa [lepconanbubix qanusix. Kpome toro,
IpU coBepIIEHUH CyObeKToM [lepcoHambHBIX JTaHHBIX OINpeIeIEHHBIX JeCTBUH, BKIIIOYas,
HO, HE OTPAaHUYUBAsCh, BHECEHHEM [lepcoHaNbHBIX TaHHBIX B PETUCTPALMOHHYIO GOpPMY,
pacnosoXkeHHYo Ha caiite Oneparopa B cetu MlHTEpHET N0 aapecy
http://kinshik.ru/index/postupit_v_masterskuju/0-11Buecerrem IlepcoHaNbHBIX JaHHBIX B
dopmy 3akaza, a

paBHO U BHeceHneM [lepcoHanbHBIX AaHHBIX Ha cailT Oneparopa B cetu MHTepHeT,
cyOobekT [lepcoHanbHBIX JaHHBIX CAMOCTOSITENIBHO JieaeT cBou IlepcoHanbHble JaHHBIE
0011eTOCTYITHBIMU.

3.3. IlepconansHbIe naHHBIC, OOpabaThiBacMbie OmepaTopoM, IEIH U CPOKU UX 00pabOTKH



yka3aHbl B [lepeune nepcoHalbHBIX TaHHBIX, 00padaTeiBaeMbix B U1 Anexkcanap
Binagumuposuy ModaHoB.

3.4. Onepatop ocymiecTBisieT 00padboTky [lepcoHaNbHBIX JAHHBIX C UCTIOJIB30BAHUEM CPEICTB
aBTOMAaTHU3AINK U 0e3 UCTOIb30BaHUS TAKUX CPEJICTB.

3.5. Cpoku xpanenus IlepcoHanbHBIX JaHHBIX ONPEAEISAIOTCA B COOTBETCTBUE CO CPOKOM
JeicTBUS 10roBOpa ¢ cyobekToM [lepcoHanbHbIX JaHHBIX, a TAK)Ke TPEOOBAHUSIMU
3akoHozarenscTBa Poccniickoit denepanuu, yCTaHaBIMBAKOIMMU CPOKU XPAHEHUS
JIOKYMEHTOB.

4. Opranusanusi pador no odecneyennio 6esonacHoctu IepcoHaJIbHBIX JAHHBIX

4.1. ITox opranm3anueii padboT o obecnedeHuto 6e30macHoCcTH [lepcoHaabHbBIX JTaHHBIX
noHuMaetcsi GOpMHUPOBAHKE M BCECTOPOHHEE 00ECIIEUCHHE PeaTn3alui COBOKYITHOCTH
COTJIACOBaHHBIX IO LEJH, 33/]a4aM, MECTY U BPEMEHH OpraHU3alMOHHBIX U TEXHUYECKUX
MEPONPUITHI, HAIIPABJIEHHBIX HA MUHUMHU3ALMIO KaK HEIIOCPEICTBEHHOT0, TaK U
OIOCpEeI0BaHHOTO yiepba oT peanusanuu yrpo3 6ezonacHoctu [lepcoHalbHBIX JaHHBIX, U
OCYIIECTBIISIEMBIX B LEJIAX:

4.1.1. mpeoTBpaIIeHUs] BO3MOXHBIX (MIOTEHIIMATBHBIX) YTPO3 O€30MacCHOCTH
ITepcoHaNbHBIX TaHHBIX;

4.1.2. HelTpanu3anuu u/uiv NapupOBaHUs PEAIU3yEeMbIX YIpo3 O€30MacHOCTH
ITepcoHaNbHBIX TaHHBIX;

4.1.3. TMKBUAIMY MTOCJIECTBUI peanu3aiuu yrpo3 d6e3omnacHoctu I[lepconanbHbIX
JTAaHHBIX.

4.2. Opranuzanus padot o obecrneyeHuo d6e3omnacHoctu [lepconanbupix qanusix OnepaTtopa
JIOJIKHA OCYHIECTBIIATHCA B COOTBETCTBUU C JIEHCTBYIOIIMMH HOPMaTUBHBIMU ITPAaBOBBIMU
aKTaMU ¥ pa3paOdOTaHHBIMU IS STUX LIeJed OpraHu3alMOHHO-PACIIOPAIUTEILHBIMU
JnokyMeHTamu 1o 3amute [lepcoHanbHbIX AaHHbIX Oneparopa.

4.3. 3agaun 10 NPUBEACHUIO IEATENBHOCTH U BHYTPEHHUX TOKyMEHTOB Oneparopa B
COOTBETCTBUE C TpeOOBaHUSAMU 3aKOHOaTenbcTBa Poccuiickoit denepanuu B odnactu
3amuThl [lepcoHanbHBIX JaHHBIX BO3JIAralOTCs Ha CIIEHUAIBHO CO3AABAEMYIO Ul STUX
1eJIeN KOMUCCHIO.

4.4. B cnydasx, korna OnepaTrop Ha OCHOBaHHH JJOTOBOpa MOpydaeT 00paboTKy
[lepcoHabHBIX JaHHBIX IPYTrOMY JIMILY/CTOPOHHEN OpraHu3alu, Heo0X0UMO
BBITIOJIHUTH OJHO U3 CIEIYIOIINUX YCIOBHM:

4.4.1. B TeKCTE IOTOBOpa B TPEOOBaHMIX K KOHTPAreHTy MPONUcaTh 00s3aHHOCTD
o0ecreyeHns KOHTpareHToM 0e30IacHOCTH U KOH(UAESHIUATIbHOCTH

ITepcoHaNbHBIX TaHHBIX;

4.4.2. B c1y4ae HEBO3MOKHOCTH WJIM HelleJIeco00pa3HOCTH U3MEHEHHUS TEKCTa I0roBopa
0(QOPMUTH TOMOTHUTENBLHOE COTJIAIIEHNE K JOTOBOPY MM COTJIAIIEHUE O
KOH(HICHIIMATBHOCTH, B KOTOPBIX MPONHUCATh 003aHHOCTh 00ECTIEUeHUs

KOHTPAreHTOM KOH(pUIEHIINaTbHOCTH NIEPCOHANBHBIX JIaHHBIX U 6€30IaCHOCTH
[TepcoHaNbHBIX JAHHBIX MPH UX 00pabOTKe.

4.5. PabGoThl 1O IPUBECHUIO JESITEIBHOCTH U BHYTPEHHHUX JOKyMeHTOB OnepaTopa B
COOTBETCTBHE C TPEOOBAaHUSAMHU 3aKOHOIATENIbCTBA Poccuiickoii denepariuut BEIyTCs 1m0
JIByM HarpaBJIeHUsIM: obecrieueHue 0e3omacHocTy [lepcoHalbHBIX TaHHBIX,
oOpabaTeiBaeMbIX 0€3 UCIIOIB30BAHMS CPEJICTB aBTOMATHU3AINH, U O0eCTIeUeHUE
6e3omacHocTH [lepcoHanbHBIX JaHHBIX B MH(QOPMAIIMOHHBIX cucTeMax [lepcoHambHBIX
naHHbIX Omneparopa.

4.6. Pabotsl o oOecrnieueHuto Oe3omnacHocTH [lepcoHanbHBIX JaHHBIX, 00pabaThiBaeMbIX 0e3
UCTIONIb30BAHUS CPEACTB aBTOMATH3AINH, BEAYTCS 110 CIEAYIOIINM HAPaBICHHSIM:
4.6.1. onpenenenue nepevHs Jul, OCYLIECTBIISIOINX HEABTOMAaTU3UPOBAHHYIO
00paboTky [lepcoHanbHBIX JaHHBIX;

4.6.2. unpopmupoBanue padboTHuKOB Orneparopa 00 yCTaHOBICHHBIX MTPaBUIaxX



00paboTku [lepcoHabHBIX JaHHBIX U TPEOOBAHUIA 110 MX 3alIUTE, TOBBIIICHHIE
OCBEJIOMJICHHOCTH B BOIIpocax obecrieueHus 6e3omnacHoctu [lepconanbHbIX

JAHHBIX;

4.6.3. yuet u 3amuTa HocuTenel [lepcoHanbHbIX JaHHBIX;

4.6.4. parpannyeHue A0CTyna K HocuTessiM [lepcoHanbHbIX TaHHBIX;

4.6.5. yanutoxxenue [lepcoHaIbHBIX TaHHBIX.

4.7. Opranu3aiys 1 BBIIOJHEHUE MEPOTIPUATHH TI0 00ECTIEYeHNI0 0€30ITaCHOCTH
[TepcoHanbHBIX TaHHBIX, 00pabaThIBaeMbIX B HH(GOPMAIIMOHHBIX cucTemMax [lepcoHanbHbIX
JIAHHBIX, OCYIIECTBIISIOTCS B PAMKAX CUCTEMbI 3aIlIUThl IEPCOHAIIBHBIX JIAaHHBIX
MH(OPMALIMOHHON CHUCTEMBI, pa3BepThIBAEMOIl B HH(POPMAIIMOHHO cucTeMe B poliecce
€e Co3JaHus WM MOJICPHU3ALINH.

4.8. Cuctema 3anuThl [lepcoHaNBHBIX JaHHBIX MPEACTABIISET COOOM COBOKYITHOCTh
OpPTaHU3AIMOHHBIX MEP U TEXHUYECKUX CPEJICTB 3aIIUThI HH()OPMAIINH, a TAKKE
UCIONIb3YEMBIX B HH(POPMAIIMOHHBIX cucTeMax llepcoHanbHbIX JaHHBIX
WH(OPMAIMOHHBIX TEXHOJIOTHH, (YHKIMOHUPYIOIIMX B COOTBETCTBUU C ONPEICICHHBIMU
HEJSIMH U 33J1adaMu obecriedeHus 0ezonacHocTu [lepcoHanbHbIX JaHHBIX.

4.9. Cuctema 3amuThl [lepcoHaNBHBIX JAaHHBIX JODKHA SIBISTHCSA HEOTHEMIIEMOW COCTaBHOM
YacThIO KaXKJI0M BHOBH CO37jaBaeMOi HH(OPMAIIMOHHON crcTeMbl [lepcoHaNbHBIX JaHHBIX.
4.10. s cymectByrommx MHbopMannoHHbIX cucTeM [lepcoHabHBIX JaHHBIX, B KOTOPBIX B
MPOLIECCE UX CO3/IaHUs HE ObUIH MPEIyCMOTPEHBI MEPHI 10 00ECTIIeUeHNI0 0€30MacHOCTH
[lepcoHaNIbHBIX TAHHBIX JTOKEH OBITH IPOBE/ICH KOMIUIEKC OPTaHU3alMOHHBIX U
TEXHUUYECKUX MEPONPUATUH 10 pa3pabOTKe ¥ BHEIPEHUIO COOTBETCTBYIOIIEH CHCTEMBI
3aIlUTHI.

4.11. CtpykTypa, COCTaB U OCHOBHbIE (PYHKIIH CUCTEMBI 3alUThI [lepcoHanbHBIX TaHHBIX
OTIpEEISAI0TCA B COOTBETCTBUU C Ki1accoM MHpopmaonHoit cucremsl [lepconanbHbIX
JAHHBIX U MOJIETBIO YTPO3 0€30MacHOCTH MePCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
WNndpopmanmonHoit cucreme [lepcoHanbHbIX TaHHBIX.

5. IIpoBenenne padot no odecnevyeHuio dezonacHocTu IlepcoHanbHBIX JTaHHBIX
5.1. JInst oLieHKH ypOBHsI 3aluIleHHOCTH oOpabaThiBaeMblx OnepaTtopoM IlepconanbHbIX
JAHHBIX U CBOEBPEMEHHOI'0 YCTPaHEHUsI HECOOTBETCTBUM TPEOOBAHUSIM 3aKOHOJATENIbCTBA
Poccuiickoii @eneparuu B 001actu 3amuThl [lepconanbHbIX gaHHBIX OnepaTopoM He
peke 4yeM OJIMH pa3 B I'oJl I0JKEH IPOBOJAUTHCS aHAJIN3 U3MEHEHHUH MTPOLIECCOB 3alllUThI
[TepcoHaIbHBIX TaHHBIX.

5.2. AHanu3 u3MEHEHUI MPOBOJUTCS MO CIIEYIOIIUM OCHOBHBIM HAlpaBICHUSIM:

5.2.1. nepedensp Ul (Mopa3AeieHnit), yuacTByIOIIMX B 00paboTke [lepcoHanbHbIX
JAHHBIX, CTENEHb X y4acTHs B 00paboTke [lepcoHambHBIX TaHHBIX U XapaKTep
B3aUMOJICHCTBUS MEXTY COOOI;

5.2.2. nepedenpb u 00beM 00pabaThiBaeMbIX [lepcoHanbHBIX JaHHBIX;

5.2.3. nenu o6paboTku [lepcoHanbHBIX TaHHBIX;

5.2.4. mpouenypsl cOOpa, 3aMuCH, CUCTEeMAaTU3aIlu1, HAKOTUICHHS, XpaHEHHUsI, yTOUYHEHUS
(oOHOBIIEHUS, U3MEHEHMST ), U3BJICUEHHUS, HCIIOJIb30BaHMSI, IEpeaayun
(pactipocTpaHeHuUsl, MPEOCTABJICHHS, TOCTYTA), 00€3TMIMBAHUs, OJIOKHPOBAHUS,
yIaJeHus U yHUUTOKeHHe [lepcoHanbHbIX TaHHBIX;

5.2.5. cnocoOb1 06paboTku [lepcoHanbHBIX TaHHBIX (ABTOMaTU3UPOBAHHAS,
HEaBTOMaTHU3MPOBAHHA);

5.2.6. mepevyeHb CTOPOHHUX OPTraHU3alNii, B TOM YHCJIE TOCYAapCTBEHHBIX
PETYJIMPYIOIINX OPTaHOB, B paAMKax OTHOILIEHUH C KOTOPBIMH OCYILIECTBIISIETCS
nepenaya [lepcoHanbHBIX JaHHBIX;

5.2.7. nepeveHp NporpaMMHO-TEXHUYECKUX CPEICTB, UCTIOIb3YEMBbIX It 00paboTKH
ITepcoHanbHBIX TaHHBIX;

5.2.8. kondurypauus u ronoiorus Mupopmannonnoit cucrems! [lepcoHanbHbIX



JAHHBIX B IIEJIOM U €€ OTACIbHBIX KOMIIOHEHT, (U3n4ecKre, PyHKIIMOHAIbHbIE U
TEXHOJIOTUYECKUE CBSI3U KaK BHYTPU 3TOM CUCTEMBI, TaK U C APYTUMH CUCTEMaMHU
Pa3IMYHOTO YPOBHS U Ha3HAYECHMS,

5.2.9. cnocoOsl (pU3UYECKOro NOAKITIOUEHHSI U JIOTHYECKOTO B3aUMOAECHCTBUS
komroHeHT HpopmannonHoit cuctems! [lepcoHanbHBIX JaHHBIX, CIIOCOObI
HOJKJIFOYEHUS K CETSAM CBSI3U OOILEro MOJIb30BaHUs U MEXYHAPOIHOTO
UH(POPMALIMOHHOTO 0OMEHA € OTIpeIeIEHUEM MTPOMYCKHOM CITOCOOHOCTH JIMHUMA
CBSI3U;

5.2.10. pexxumbl 00padoTku [TepcoHanpHBIX NaHHBIX B THGOpMaIMOHHON crucTeMe
[TepcoHanbHBIX AAHHBIX B LIEJIOM U B OTJEJIbHBIX KOMIIOHEHTAX;

5.2.11. cocTaB KUCIOJIB3yEMOT0 KOMIUIEKCA CPEICTB 3alUThl [lepcoHanbHbIX JaHHBIX U
MEXaHU3MOB UJCHTU(DUKALMY, ayTeHTU(UKALMU U Pa3rPAaHUYEHUs IIpaB 10CTyIa
noJab3oBarenei Mupopmannonnoii cucreme IlepconanbHbIX JaHHBIX HA YPOBHE
OIEPALIMOHHBIX CHCTEM, 0a3 JaHHBIX U MPUKJIAHOIO IPOrPAMMHOTO
o0ecIeycHus;

5.2.12. mepeueHb OpraHu3almoOHHO-PACIOPSAUTENLHON JoKyMeHTauu Oneparopa,
onpenensoueil nopsagok 00paboTku U 3amuThl [lepcoHanbHBIX JaHHBIX;

5.2.13. ¢usuueckue Mepsl 3aUThl [lepcoHaIbHBIX JaHHBIX, OpraHU3aLUs MPOMYCKHOIO
peKHUMa.

5.3. Pe3ynbTarhl aHanu3a N3MEHEHUH UCIIOJIB3YIOTCS /JIsl OLIEHKH KOPPEKTHOCTH TpeOOBaHUM
1o obecnieyeHuto 6e3onacHocTH [lepcoHambHBIX JaHHBIX, 00pabaThIBAEMBIX C
MCII0JIb30BaHUEM CPEJICTB aBTOMATU3ALUU U 0€3 UCII0JIb30BAHUSI TAKUX CPEJCTB U IIPU
HE00XO0IMMOCTH UX YTOYHEHHS.

5.4. OnepatopoM J0KEH BECTUCH YUET JIEHCTBUM, COBEPILIAEMBIX C IEPCOHATBHBIMU JaHHBIMU
B Hdopmanmonnoii cucreme IlepcoHanbHbIX 1aHHBIX paboTHHKaMu Omneparopa.

5.5. Joctyn k IlepcoHanbHBIM JaHHBIM pErJIAMEHTHPYETCS PeriiaMeHToM 10 JOIYCKY JIMI K
00paboTKe NePCOHANBHBIX JIaHHBIX.

5.6. Jluia, yaactByromue B 00padboTtke [lepcoHanbHbIX JaHHBIX, JOJKHBI OBITH
IPOMH()OPMHUPOBAHBI:

5.6.1. o pakre 0OpaboTku uMu [lepcoHANBHBIX JAHHBIX — peaIU3yeTcsl MyTeM
O3HaKOMJIEHHUs Jul, oOpabaTsiBatoux Ilepconanbhble nannble ¢ [lepeunem

JOJIKHOCTEHN M TPETHUX JINILI, UMEIOUINX JOCTYII K IEPCOHATIbHBIM JaHHbIM,
oOpabarsiBaeMbiM UIT Anekcanap Bragumuposrnd MomdaHoB

5.6.2. o xareropusix oopadarbiBaeMbIX [lepCOHANBHBIX JAHHBIX — peau3yeTcs MyTeM
03HAKOMJIEHHUS C YTBEPKJIeHHBIM [lepeuHeM nepcoHaIbHBIX JaHHbIX,

oOpabateiBaembix B U1 Anexcannp Bnagumuposud MomuaHos

5.6.3. o mpaBuiax ocyuecTBieHust 00padoTku [lepcoHaIbHBIX JAHHBIX — peaTu3yeTcs
MyTeM 03HAKOMJIEHHUS IOJ1 POCIUCH C OPraHU3alMOHHO-PACTIOPSIUTEIbHON

JNoKyMeHTaruei OnepaTtopa, perjiaMeHTUPYIOLIeH mporecchl 00padoTKH

IlepcoHanbHBIX TaHHBIX, B JKypHasie 03HAaKOMJIEHUS C OpraHU3alMOHHO-
pacropsaUTeNbHON TOKyMEHTaue 1 TpeOOBaHUSIMU 3aKOHOJaTeIbCTBA

Poccuiickoit @eneparuu B 00,1aCTH NEPCOHABHBIX JAHHBIX.

5.7. HeaBromatu3upoBanHast 06padoTka [lepcoHambHBIX JaHHBIX J0JDKHA OCYILECTBIISATHCS
TakUM 00pa3zoM, yTOObI B OTHOLIEHUH KaXK/10i kaTeropuu llepcoHanbHbIX JAHHBIX MOXKHO
OBUIO ONPEJETUTh MECTa XpaHEHHU MaTepHaIbHBIX HOCUTENIEH U YCTAHOBUTH IIepeueHb

JIUII, OCYIIECTBIISIONUX 00paboTKy [lepcoHaNbHBIX TaHHBIX JINOO UMEIONTUX K HUM

noctyn. OnepaTop AOKEH BECTU yueT HocuTenen [lepcoHanbHbIX JaHHBIX.

5.8. @ukcanus [lepcoHanbHBIX JaHHBIX TOKHA OCYIIECTBIATHCS HAa OTACIbHBIX
MaTepUaibHbIX HOCUTENAX (OTAEIBHBIX TOKyMEHTax). [lepcoHanbHbIe JAHHBIE TOJIKHBI
OTIEINATHCS OT UHOW MH(POPMALIUK.

5.9. @ukcanus Ha OTHOM MaTepHaTbHOM HocuTene [lepcoHanbHBIX JaHHBIX, eI 00paboTKH



KOTOPBIX 3aBEAOMO HCCOBMCCTHUMBI, HC NOITYCKACTCA. B ClIy4ac €CJIM Ha OTHOM
MaTE€pHUAJIbBHOM HOCHUTECIIE BCC XKE Saq)HKCI/IpOBaHBI HepCOHaJ'II)HI)Ie JaHHBIC, LICIIN
06p2160TKI/I KOTOPBIX HECCOBMCCTUMBI, TOJIKHBI OBITh MPUHATHI MCPBI 110 00€eCIICYCHUIO
paSHeHBHOﬁ 06pa6OTKI/I HepCOHaHBHLIX JaHHBIX, B YaCTHOCTH:

5.9.1. npu HEOOXOIMMOCTH MCII0JIb30BaHUS WIIM PACHIPOCTPAHEHUS OIIPEICIICHHBIX
[TepcoHasbHBIX JaHHBIX OCYLIECTBIISIETCA KONUpoBaHue [lepcoHaIbHBIX JaHHBIX,
HOJUIeKALMX PACIPOCTPAHEHUIO WM KCII0JIb30BaHUIO, CIIOCOOOM,

MCKJIIOYAIOIIMM OJHOBPEMEHHOE KONMpoBaHUe [lepcoHanbHBIX JaHHBIX, HE

HOJUIEKALMX PACIPOCTPAHEHUIO U UCIIOJIB30BAHUIO, U HUCIIOIb3YETCS

(pacnpoctpansiercs) konust [lepcoHanbHBIX TaHHBIX — HAIIPUMEpP, KOIMPOBaHUE

YacTU CTpaHHULIbl, coepxkaiiell [lepcoHanbHble JaHHbBIE, KOTOPbIE HEOOXOAUMO
MCII0JIb30BaTh, IPEBAPUTEIBHO 3aKPbIB OCTAIbHYIO YaCTh CTPAHMIIbl YHCTHIM

JaucToM Oymaru, 1u60 KOMUPOBAaHUE TOJIBKO HEOOXOUMBIX CTPAHMIL CIIUTOTO

JIOKYMEHTA;

5.9.2. npu HEOOXOIMMOCTH YHUUTOXKEHUS WK OJI0KMpoBaHus yacTH [lepcoHambHbIX
JAHHBIX YHUUTOXKAETCS WIH OJOKUPYETCS MaTEepUaIbHbI HOCUTEND C

IpeBapUTEIbHbIM KOIMPOBAaHUEM CBEIECHUH, HE MOAJIEKAIUX YHUUTOKEHUIO

WM OJIOKMPOBAHUIO, CIIOCOOOM, HCKITIOYAIOLINM OJTHOBPEMEHHOE KOITUPOBAHHE
[TepcoHanbHBIX JAHHBIX, OJIEKAIUX YHUYTOKEHUIO WIN OJOKMPOBAHUIO —

HanpuMep, KOMMPOBAHHUE TOJBKO HEOOXOJMMON YaCTH CTPAHULIbI, 3aKPbIB

OCTaBIIYIOCS YaCTh YMCTBIM JIUCTOM Oymaru.

5.10. OnepaTopoMm JI0JIKEH OCYLIECTBISITHCSI MOHUTOPUHT (DaKTOB HECAHKIIMOHUPOBAHHOIO
JIOCTYIA K MEPCOHAIbHBIM JAHHBIM U IPUHUMATHCS] COOTBETCTBYIOIINE MEPHI ITPU UX
oOHapyxeHHH. MOHUTOPUHT OCYLIECTBISIETCSI AIMUHUCTPATOPOM HHPOPMALIMOHHOM
0€30IMacHOCTH.

5.11. AamuHHCcTpaTOpOoM HHGOPMAITMOHHOMN 0€30M1aCHOCTH JOHKEH OCYIIECTBIISATHCS KOHTPOJIb
3a IPUHUMAEMbIMHU MEPaMH 110 00eCIIeYeHUI0 0€301aCHOCTH NEPCOHAIBHBIX JaHHBIX.

5.12. Ilpu o6pabotke [lepcoHanbHbIX TaHHBIX, OnepaTop J0IKEH UMETh BO3MOKHOCTh U
CpeZCTBa AJIsl BOCCTaHOBJIEHUs [lepCcOoHaNbHBIX JaHHBIX, IPU UX MOJUPHUKALIMH UIH
YHUUTOKEHUHU BCJIE/ICTBUE HECAHKIIMOHUPOBAHHOT'O IOCTYIIA K HUM.

5.13. JlomxeH OBITh OIpeJiesieH NepeueHb MOMENEHHUH, UCTI0NIb3YeMbIX I 00paboTKU
[TepconanbubIx JaHHBIX. [Ipy 3TOM Opranuzanus pexruMa 0e30MacHOCTH, OXpaHa 3TUX
MOMEIIEHUH T0JIKHBI 00ecreunBaTh COXPAaHHOCTh HocuTeel IlepcoHaIbHBIX TaHHBIX, a
TaK)K€ UCKJII0YAaTh BOZMOXKHOCTh HEKOHTPOJIUPYEMOTO TPOHUKHOBEHHUS WIN MTPeObIBaHUS B
ATUX NOMELIEHUSAX TOCTOPOHHUX JIMII.

5.14. Ionw3oBarenu NudopmarmonHoit cuctemsl [lepcoHATbHBIX TaHHBIX JTOTHKHBI
o0ecreynBaTh COXPaHHOCTh ChEMHBIX HOCUTENEH, conepkamux [lepcoHanbHble TaHHbBIE.
B ciygae yTparhel HOCUTENs, TIOIB30BATENN JOKHBI HEMEJIEHHO COOOIIUTE 00 3TOM
AJMHUHHCTpATOPY MH(POPMAITMOHHON OE€30MTaCHOCTH.

5.15. Ecnu nipu padote ¢ [lepconanbHbIME TaHHBIMU paboTHUKY Orepatopa HE0OX0AUMO
HNOKHHYTh paboyee MeCTo, MaTepuaibHble HocUTeNu [lepcoHanbHbIX JaHHBIX TOJHKHBI
OBITh 3alUIIEHBI OT HEKOHTPOJIUPYEMOIO JOCTyMa K HUM. J1Ji TOro MaTepuaabHble
HOCHUTEIH 3alMparoTcs B OTBEJICHHBIX JJIS 3TOro MmKadax uiu cerdax.

5.16. B ciyuae noctmxenus nenu oopadotku [lepconanbHbIx nanHbIX OnepaTop mpekpamiaeTt
00paboTky [lepcoHambHBIX TaHHBIX WM 00eCIIeYnBaeT ee mpekparienue (eciu oopaboTka
[lepcoHanbHBIX TaHHBIX OCYLIECTBISETCS IPYTUM JIUIOM, JEHCTBYIOLIUM M0 OPYYEHUIO
Omneparopa) u yHuuTO)aeT llepcoHabHbBIe JaHHBIE WIIK 00ECTIEYMBAET UX YHUUTOKEHHE
(eciu 06paboTka [lepcoHANBHBIX JAHHBIX OCYIIECTBISIETCS APYTUM JIUIIOM, ICHCTBYIOIIIM
1o nopy4denuto Oneparopa) B CpOK, HE MPEBHIIAIOIMNN TPUIATH THEN C JaThl
JOCTHOKEHUS e 00paboTku [lepcoHanbHBIX JAHHBIX, €CIM UHOE HE MIPEIYCMOTPEHO
JIOTOBOPOM, CTOPOHON KOTOPOT0, BBITOJIONIPHOOpETaTeIeM WK MOPYUHTEIEM IO



KOTOPOMY SIBJISIETCS CyOBeKT IlepcoHanbHbIX TaHHBIX.

5.17. IlpoBeaeHue paboT MO CO3IaHUIO (MOJEPHU3AINH ) CUCTEMBI 3aiTuThI [lepcoHambHBIX
JaHHbIX OnepaTopa BKIOYAET CIEIYIOIINE CTAANN:

5.17.1. npeanpoeKkTHas CTaius;

5.17.2. ctaausi IPOEKTUPOBAHUS;

5.17.3. craaus peanu3aiuy CUCTEMbI 3alUMThI [lepcoHanbHbIX JaHHBIX;

5.17.4. ctanust BBOJA B IEUCTBUE CUCTEMBI 3alIUTHI | lepcOHANBHBIX JaHHbBIX.

5.18. Ha npeanpoekTHo# cTaguu mpoBoauTes Kiaccudukamnus MHabopmMaimoHHONW CHCTEMBI
[TepcoHanbHBIX AaHHBIX, (hopMUpyeTCs MOAENb yrpo3 6e3onacHoctu [lepcoHambHBIX
JTaHHBIX pu UX oOpaboTke B UHbopmanmonnoit cucreme IlepcoHanbHBIX JaHHBIX,
pa3palaTbIBaeTCs TEXHUUECKOE 3aJaHUE HA CUCTEMY 3aIlUThI [lepcoHaNbHBIX JaHHBIX.
5.19. Knaccudukamus MuadhopmarmonHoii cucteMsl [lepcoHanbHBIX TaHHBIX OCYIIECTBIISCTCS B
cootBercTBUU ¢ nojioxkeHusiMu [Ipukaza ®CTIK PD Ne 55, DCB PD Ne 86,
Munundopmcsszu PO Ne 20 ot 13.02.2008 «O6 yrBepxkaenun [lopsinka nposeneHus
KJIaccu(pukanuy HHOOPMAIIMOHHBIX CUCTEM IIEPCOHANBHBIX JTaHHBIX).

5.20. B cBs3u ¢ Tem, uto B UndopmannonHoii cucreme [lepconanbupix nanueix Oneparopa
noMuMo obecriedeHnst KOHPUACHIMATEHOCTH 00pabaTeiBaeMbIX [lepcoHambHBIX TaHHBIX
TpeOyeTcs 00ecneynTh LEeTOCTHOCTh U JOCTYMHOCTh [lepcoHalbHBIX JaHHBIX,
WNndpopmannonnas cucrema IlepconanbHbix qanHbix Ornepatopa SBIIsS€TCS CHELHaTIbHOM
uH(popMalnoHHOH cuctemoit. ndopmarnronnas cuctema [lepcoHanbHBIX TaHHBIX
Omneparopa yka3ana B [lepeune MHQOpPMAIIMOHHBIX CUCTEM MEPCOHANbHBIX JaHHbIX NI
Anekcannp BnagumupoBud Moa4aHoB.

5.21. Knacc Undopmanmnonnoi cuctemsl [lepcoHabHBIX TaHHBIX 0QOPMIISETCS
COOTBETCTBYIOIIUM aKTOM.

5.22. Mogens yrpo3 0e3onacHoctu IlepcoHabHBIX JaHHBIX PU UX 00paboTKe B
HNudopmannonHoit cucteme IlepcoHanbHbIX 1aHHBIX (hOpMUpPYETCs HA OCHOBAaHUH
cootBeTcTBYIOIMX ToKyMeHTOB @CTIK Poccuu u ®Ch Poccum.

5.23. [lepeueHb akTyaJabHBIX yrpo3 popmupyercs 1 kaxaoi MHpopMaimoHHON cucTeMbl
[TepconanbHbIx JaHHBIX OniepaTopa ¢ y4eToM YCIOBUN (QYHKIIMOHUPOBAHUS
HNudopmannonHoit cuctemsl [lepcoHambHBIX JaHHBIX U OCOOEHHOCTEN 00paboTKH
ITepcoHanbHBIX JaHHBIX.

5.24. Tlo uroram knaccuduxanuu Madpopmanmonnoii cucremsl I[lepcoHanbHBIX JaHHBIX U
pe3ysbTaraM OIpeAeseHus aKTyadbHbIX yIpo3 6e3onacHocTu [lepcoHanbHBIX JaHHBIX
bopmupyroTcst TpeboBaHMs 10 odecreueHnto 0e3onacHocTy [lepcoHabHBIX TaHHBIX,

obpabateiBaembix B MHpopmanmonHoii cucteme [lepcoHanbHbIX TaHHBIX. JlaHHBIE
TpeboBaHusT OPOPMIISIOTCS B BUJIE TEXHHYECKOTO 3aJ]aHUsI HA CUCTEMY 3aIUTHI
[lepcoHaNbHBIX TAHHBIX.

5.25. Craaust IpOEKTUPOBAHUS CUCTEMBI 3aIUTHI [lepCcOHaNbHBIX JAHHBIX BKIKOYAET
pa3paboTKy cucTeMbl 3amuThl [lepcoHanbHBIX JaHHBIX B cocTaBe MHpopMaImoHHON
cucteMsbl [lepcoHanbHBIX TaHHBIX, @ UMEHHO Pa3pabOTKy pa3esioB 3aJaHUs U TPOEKTa
MPOBEJICHUS 110 CO3AaHUI0 (MOIEPHU3AIIMHU) CUCTEMBI 3alUThI [lepcoHaNbHBIX TaHHBIX B
COOTBETCTBUU C TPEOOBAHUSIMH TEXHUUECKOTO 3aJaHUS;

5.26. Ctaaus peanu3alyy CUCTEMbI 3alUThI [lepcOHanbHbBIX JaHHBIX BKIIOYAET:
5.26.1. 3aKynKy COBOKYITHOCTH MCITOJIb3YEMBIX B CHCTEME 3allIUThI [lepcoHanbHbIX
JTAHHBIX CEPTUPUITUPOBAHHBIX TEXHUIECKUX, TPOrPAMMHBIX U MPOTPAMMHO-
TEXHUYECKUX CPEJICTB 3aIIUTHI HH()OPMAITUY U UX YCTAaHOBKY;

5.26.2. onpenenenue noipa3aeieHuil 1 Ha3HAYEHUE JIUI], OTBETCTBEHHBIX 3a
9KCILTyaTalUIo CPEJICTB 3alIUThl HHPOPMAIIUH C UX O0yUEHHEM;

5.26.3. pa3paboTKy IKCIITyaTaIlMOHHON JOKYMEHTAIIMH Ha CUCTEMY 3aIUThI
[lepcoHanbHBIX JaHHBIX U CPEICTBA 3aLIUTHI HH(GOPMAIUH.

5.27. Ha craguu BBOJa B J€HCTBUE CUCTEMBI 3alTUThl [lepcoHanbHBIX JaHHBIX



OCYILIECTBIISAIOTCS:
5.27.1. mpenBapuTelbHbIE UCIIBITAHUS CPEJICTB 3aLIUTHI HHPOPMAIIUU B KOMILIEKCE C
JIPYTUMH TEXHHYECKUMH U TIPOTPAMMHBIMH CPEJICTBAMHU;

5.27.2. ycTpaHeHUE HECOOTBETCTBUI 110 UTOTaM IMPEABAPUTEIIbHBIX UCTIBITAHU;

5.27.3. onbITHAs SKCIUTyaTalus CPEICTB 3aIIUTHI MHPOPMALIUU B KOMIUIEKCE C IPYTUMHU
TEXHUYECKUMHU U IPOTPAMMHBIMU CPEJICTBAMU B IEJIAX MPOBEPKHU MX
paboTtocmocobHOCTH B cocTaBe MH(OpMAIIMOHHON CHCTEMBI;

5.27.4. mprueMo-cIaTOuHbIE UCIIBITAHUS CPEJICTB 3aLUTHI HH(GOPMALIUU 1O pe3yIbTaTaM
ONBITHOM DKCIUTYaTalluu.

5.28. B nporecce ¢pynknuonnpoBanus MapopmannonHoi cuctemMsl [lepcoHanbHBIX JaHHBIX
MO>KET OCYIIECTBIISITHCS MOJICPHU3AIMS CUCTEMA 3aIIUThl [lepcoHanbHbIX TaHHbIX. B
00s3aTeNTbHOM TMOPSIIKE MOACPHU3ALIMS TPOBOJAUTCS B CIIyYae, €CIIu:

5.28.1. mpoun3onuIo N3MEHEHNE HOMEHKIIATyphl 00padaTeiBaeMbIX lepcoHanbHBIX
JTaHHBIX, BIIEKYIIee 3a co00i n3MeHeHue kinacca MuabopManmoHHol crucTeMsl
ITepcoHaNbHBIX TaHHBIX;

5.28.2. npou3onuio N3MEeHEHNE HOMEHKIIATYPbl U/WIH aKTyallbHOCTH YTpo3 0e30MacHOCTH
ITepcoHaNbHBIX TaHHBIX;

5.28.3. uamenunace crpykrypa Mudopmanronnoii cuctemsl [lepcoHanbHBIX TaHHBIX WA
TEXHUUYECKHE OCOOCHHOCTH €€ MOCTPOECHUS (M3MEHUIICS COCTaB WM CTPYKTYypa
MIPOrPaMMHOT0 O0ecTieueHus, TEXHUUECKUX CpeacTB 00padoTku [lepconanbHbix
JTaHHBIX, Tonojoruu MuadopmarnmonHoi cuctemMsl [lepcoHaANBHBIX TaHHBIX H T.I1.).

5.29. 3agauu no npuseaeHuto Mupopmannonnoit cucremsl [lepconansupix qanubeix MI1
Anexcanap Bragumuposud Mom4aHOB B COOTBETCTBUE C TPEOOBAHUS 3aKOHOAATEIHCTBA
Poccuiickoit

®enepanuu B 0051aCTH 3aIUTHI [lepCOHATBHBIX TaHHBIX BO3JIAraloTcs Ha
AnMuHHUCTpaTOpa MHPOPMAITMOHHON 0€301acHOCTH.

5.30. Ilpu BOBHUKHOBEHUH yCIOBHM BIUSIONINX HA Oe30macHOCTh [lepcoHaIbHBIX TaHHBIX
(KkomMmpoMeTalus maposeil, HapyleHne MeJIOCTHOCTH U TOCTYITHOCTH MePCOHATBHBIX
JTAHHBIX U TIP.) HE0OXOUMO He3aMeUIUTEIHHO MPOUH()OPMHUPOBATH 00 STOM
AnMuHHUCTpaTOpa MHPOPMAITMOHHON 0€3011acHOCTH.

5.31. Jluiia, BUHOBHBIE B HAPYIIEHUU TPEOOBAHUIA, TPEIBABISEMBIX 3aKOHOJATEIHCTBOM
Poccuiickoit @eaepanuu k 3amurte [lepcoHabHBIX TaHHBIX, HECYT FPAXXTAHCKYIO,
YTOJOBHYIO, IMUHUCTPATUBHYIO, TUCIMILUIMHAPHYIO U UHYIO IPETYCMOTPEHHYIO
3aKkoHoaresnbcTBOM Pocceuniickoit denepanini OTBETCTBEHHOCT.



